Exclusive: China warns U.S. surveillance plane
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Above the South China Sea (CNN)The Chinese navy issued warnings eight times as a U.S. surveillance plane on Wednesday swooped over islands that Beijing is using to extend its zone of influence.

Seeking to further challenge China's military build-up in the South China Sea, the plane conducted a reconnaissance mission over a contested military installation being constructed on a manmade series of islands.

A CNN team was given exclusive access to fly onboard the P8-A Poseidon, America's most advanced surveillance and submarine-hunting aircraft, as it flew over the islands.

READ: China cautions U.S. Navy on patrols
The U.S. is considering flying such surveillance missions even closer over the islands and sailing U.S. warships within miles of them as part of a new, more robust U.S. military response to make clear the U.S. does not recognize China's territorial claims.

This is the first time the U.S. has allowed journalists on board an operational mission of the P8 over the contested waters, and the first time it has declassified video of China's building activity and audio of Chinese challenges of a U.S. aircraft.

In response to the American surveillance presence, a voice in English could be heard crackling through the radio of the aircraft in which CNN was present.

"This is the Chinese navy ... This is the Chinese navy ... Please go away ... to avoid misunderstanding," said a voice in English.

Soon after the Chinese communication was heard, its source appeared on the horizon seemingly out of nowhere: an island made by China some 600 miles from its coastline.



China shows off new stealth fighter jet 02:15

The U.S. plane was on a mission to monitor Chinese activities on the island and two others like it, reefs that months ago barely peaked above the waves but now are massive construction projects that the U.S. fears will soon be fully functioning military installations.

China's alarming creation of entirely new territory in the South China Sea is one part of a broader military push that some fear is intended to challenge U.S. dominance in the region. Beijing is sailing its first aircraft carrier; equipping its nuclear missiles with multiple warheads; developing missiles to destroy us warships; and, now, building military bases far from its shores.

"I'm scratching my head like everyone else as to what's the (Chinese) end game here. We have seen increased activity even recently on what appears to be the building of military infrastructure," Capt. Mike Parker, commander of the fleet of P8 and P3 surveillance aircraft deployed to Asia, told CNN aboard the P8.
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The evolution of American surveillance planes 

"We were just challenged 30 minutes ago and the challenge came from the Chinese navy, and I'm highly confident it came from ashore, this facility here," Parker said of the Chinese message for the U.S. plane to move away, as he pointed to an early warning radar station on an expanded Fiery Cross Reef.

In just two years, China has expanded these islands by 2,000 acres -- the equivalent of 1,500 football fields -- and counting, an engineering marvel in waters as deep as 300 feet.

In video filmed by the P8's surveillance cameras, we see that in addition to early warning radar, Fiery Cross Reef is now home to military barracks, a lofty lookout tower and a runway long enough to handle every aircraft in the Chinese military. Some call it China's "unsinkable aircraft carrier."

In a sign of just how valuable China views these islands to be, the new islands are already well protected.

READ: What is a littoral combat ship?
From the cockpit, Lt. Cmdr Matt Newman told CNN, "There's obviously a lot of surface traffic down there: Chinese warships, Chinese coast guard ships. They have air search radars, so there's a pretty good bet they're tracking us."

The proof was loud and clear. The Chinese navy ordered the P8 out of the airspace eight times on this mission alone.

Each time, the American pilots told them calmly and uniformly that the P8 was flying through international airspace.

That answer sometimes frustrated the Chinese radio operator on the other end. Once he responds with exasperation: "This is the Chinese navy ... You go!"

READ: World wary of China's 'great wall of sand
This is a military-to-military stand-off in the skies, but civilian aircraft can find themselves in the middle.

As was heard on the first of several Chinese warning on the radio, the pilot of a Delta flight in the area spoke on the same frequency, quickly identifying himself as commercial. The voice on the radio then identified himself as "the Chinese Navy" and the Delta flight went on its way.

The more China builds, U.S. commanders told CNN, the more frequently and aggressively the Chinese navy warns away U.S. military aircraft.

Over Fiery Cross Reef and, later, Mischief Reef, fleets of dozens of dredgers could be seen hard at work, sucking sand off the bottom of the sea and blowing it in huge plumes to create new land above the surface, while digging deep harbors below.

"We see this every day," Parker said. "I think they work weekends on this because we see it all the time."
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A New Cold War, Yes. But With China, Not Russia
Something that as recently as a decade ago was almost never discussed in polite company—the prospect for a prolonged geopolitical struggle between the United States and China (Cold War 2.0)—is now Topic A in the foreign policy salons of both Washington and Beijing. In the United States, the centrist Council on Foreign Relations issued a lengthy report calling for the U.S. to “revise” its “grand strategy” toward China. In Beijing, Liu Mingfu, a colonel in the People’s Liberation Army and one of its most influential strategists, wrote in his recent book, The China Dream, “In the 21st century China and the United States will square off and fight to become the champion among nations.’’

The current tension in the South China Sea, where Beijing is building artificial islands in the Spratlys, a contested chain claimed by six countries, certainly sounds like a Cold War in the making. The U.S. Defense Department let it be known in mid-May that it was considering sending surveillance aircraft and warships to within 12 nautical miles of the chain, as a signal to Beijing to back off. The Chinese Foreign Affairs Ministry immediately condemned Washington for even thinking about it.

Meanwhile, nine Chinese and Russian warships came together for joint exercises in the Mediterranean Sea—the most recent evidence of the warmer ties between the two historical antagonists. A month earlier, Vietnam, deeply distrustful of Beijing, hosted a dozen U.S. defense contractors for meetings in Hanoi. They came just eight days before celebrations marking the 40th anniversary of Vietnam’s defeat of the United States.

War games, prospective weapons sales, a war of words over contested real estate in some far-flung part of the world. That’s all pretty much standard Cold War fare, familiar to anyone in Moscow or Washington who fought the last one. But a Washington vs. Beijing Cold War 2.0—should it prove to be unavoidable—would be very different from its predecessor.

The fundamental, obvious difference is that Beijing would bring far more economic power to the contest than the Soviet Union ever did. Indeed, for Soviet citizens, the enduring image from the last days of Communism is empty shelves at the food store. And pretty much everywhere the Soviets exerted their influence—from Eastern Europe to Africa to Latin America—economic calamity ensued. The command and control, state-dominated form of economic management didn’t work, and that—more than how many nuclear weapons Moscow possessed—was what mattered in the end.

Contrast that with China. Already the second-largest economy in the world, it may well surpass the United States as the biggest in a decade or so. While the state controls the commanding heights of the economy—banking, telecommunications, energy—it tries to do so in a market-friendly way, and it allows unfettered private enterprise in a range of industries (including, critically, high technology) that have helped drive China’s extraordinary three-decade-long ascent from poverty. Alibaba is but one recent example of a private Chinese company with an increasingly global footprint. Remember all those great Soviet companies with initial public offerings of billions of dollars on the Nasdaq or the New York Stock Exchange? Right. You don’t. Because there weren’t any.

China is in the business of deploying its economic power abroad in a big way. It invests heavily in infrastructure projects in Africa. It uses its massive foreign exchange reserves to buy up resources—oil, gas and minerals—throughout Africa and Latin America. This is often—inaccurately—described as “soft” power. Economic power is not the same as soft power. Soft power has to do with lots of things—the form of government, the transparency of government, the accountability of elites to the broad citizenry, what a country stands for and stands against. The projection of economic power means the ability to put money in local pockets. Beijing is doing that aggressively, and, given its enormous accumulation of foreign exchange reserves, it is in a position to continue to do so for quite some time, even as its frantic economic growth now slows.

The United States, in the view of many analysts, is in a different and arguably more difficult place. Its hard power—its military assets—still dwarfs China’s, even though Beijing has rapidly increased its defense spending in recent years. But the prospect of a Cold War between the two countries was—and to a certain extent still is—dismissed by many China hands in the U.S. because, as former National Security Council staffer Aaron Friedberg wrote last year in his book A Contest for Supremacy, “the enormous advantages the United States now enjoys are the product of its long-standing lead in the development and deployment of new technologies, and the unmatched ability of its huge and dynamic economy to carry the costs of military primacy.”

Is the United States still more technologically advanced than China? Absolutely. Is it still more innovative. Yes. But those leads are narrowing, and the U.S. plainly faces a host of domestic economic issues—from debt to demographics to an economy seemingly stuck at stall speed—that are daunting. As Friedberg wrote, “Whether [the United States] will continue to enjoy [its economic advantages] in a long-term strategic rivalry with China is by no means obvious.”

The other critical difference between Cold War 1.0 and the Cold War 2.0 that now looms is the simple fact that China is the most important market in the world for the Fortune 500. By contrast, the Soviet Union, for 99.5 percent of America’s biggest companies, simply didn’t exist. Beijing can use access to its market as leverage in geopolitical disputes, and in so doing will be playing to a core establishment constituency in the United States: big business. As long as China avoids an economic crisis that upends the current economic reality, that reality is going to be difficult for Washington to finesse as geopolitical competition intensifies.

There is, of course, tremendous irony in that. For decades, U.S. policy was to help China succeed economically. We had convinced ourselves that through trade and prosperity, political change would come in Beijing (just as it had in South Korea and Taiwan, former authoritarian economic success stories turned vibrant democracies). That notion is now long gone. The Chinese Communist Party, and its one-party rule, doesn’t appear to be going anywhere. It’s also playing a long game; its military is just a regional player now, but by 2049, when the party expects to celebrate its 100th anniversary in power, it may well be able to project force globally. That, anyway, is the intention of the more hawkish elements of the party and its military.

Washington had earnestly hoped that the days of a global struggle against a powerful adversary were gone, the stuff of history books. That it’s now waking up and acknowledging a different reality is step one in what Liu Mingfu calls the central “fight” for the 21st century.

OPM Announces More Than 21 Million Affected by Second Data Breach

The federal personnel agency finally announced Thursday the scope of a massive hack of security-clearance information first revealed last month.

BY KAVEH WADDELL AND DUSTIN VOLZ
The Office of Personnel Management Director Katherine Archuleta is sworn in before testifying to the Senate Homeland Security and Governmental Affairs Committee about the recent OPM data breach in the dirksen Senate Office Building on Capitol Hill June 25, 2015 in Washington, D.C

July 9, 2015.   More than 21 million Social Security numbers were compromised in a breach that affected a database of sensitive information on federal employees held by the Office of Personnel Management, the agency announced Thursday.

That number is in addition to the 4.2 million Social Security numbers that were compromised in another data breach at OPM that was made public in June. Officials have privately linked both intrusions to China.

Of the 21.5 million records that were stolen, 19.7 million belonged to individuals who had undergone background investigations, OPM said. The remaining 1.8 million records belonged to other individuals, mostly applicants' families.

The records that were compromised include detailed, sensitive background information, such as employment history, relatives, addresses, and any past drug abuse or emotional disorders. OPM said 1.1 million of the compromised files also included fingerprints.

(RELATED: Lawmaker Pledges Legislation to Better Protect Hacked Feds as Another Union Sues OPM)

Some of the files in the compromised database alsoinclude "residency and educational history; employment history; information about immediate family and other personal and business acquaintances; health, criminal and financial history; and other details," OPM said.

Also included in the database is information from background investigations, and usernames and passwords that applicants used to fill out investigation forms. And although separate systems that store health, financial, and payroll information do not appear to have been compromised, the agency says some mental health and financial information is included in the security clearance files that were affected by the hack.

Besides the 21.5 million individuals who had their Social Security information stolen, OPM says others' identifying information—like their names, addresses, and dates of birth—were also compromised.

OPM will provide credit monitoring and identity theft protection services to the 21.5 million individuals whose Social Security numbers were stolen, but those individuals will be responsible for disseminating information to other people they may have listed on their background check forms. Those people, whom the government will not contact directly, will not have access to government-bought identity protection services.

The hack that resulted in the loss of these records began in May 2014, according to OPM Director Katherine Archuleta's testimony before Congress. It was not discovered until May 2015.

(RELATED: A Timeline of Government Data Breaches)

A security update applied by OPM and the Department of Homeland Security in January 2015 ended the bulk of the data extraction, according to congressional testimony from Andy Ozment, assistant secretary for cybersecurity and communications at DHS, even though the breach would not be discovered for months.

Bottom of Form

OPM said Thursday that individuals who underwent background investigations in or after the year 2000 are "highly likely" to have had their information compromised in the breach. (This includes both new applicants and employees that were subject to a "periodic reinvestigation" during that time.) But those who were investigated before 2000 may also have been affected.

CSID, the contractor that was employed to send out notifications and provide identity protection to the 4.2 million individuals affected by the hack announced in June, will not be involved in the notification process for this data breach, a spokesman for the company said.

Lawmakers and officials criticized CSID for its handling of the earlier notification process, and for making many employees who called in with questions wait on hold for hours. It was not immediately clear what company will handle the next round of notifications.

News of the second intrusion was first reported in June and was described as a potentially devastating heist of government data, as hackers seized extensive security-clearance information from intelligence and military personnel. OPM said at the time that it became aware of the second hack while investigating the smaller breach that affected 4.2 million, which was disclosed earlier in June.

The size of the second breach exceeds most of the estimates previously reported in various media outlets.

The personnel agency said Thursday that it has not seen any indication that the stolen information has been "misused" or otherwise disseminated.

(RELATED: Washington Can't Fix Computer Glitches)

On Wednesday, FBI Director James Comey refused to provide a specific number when asked by members of the Senate Intelligence Committee about the size of the breach. Comey did say the hack was "enormous," however, and confirmed that his own data had been compromised.

Several lawmakers in both parties have called for the resignations of Archuleta and Donna Seymour, the chief information officer at OPM, since the data breaches came to light last month. In a sharp statement Thursday after the numbers were revealed, House Oversight Chairman Jason Chaffetz reiterated his belief that the two "need to resign or be removed" from their posts.

"Since at least 2007, OPM leadership has been on notice about the vulnerabilities to its network and cybersecurity policies and practices," the Utah Republican said. "Director Archuleta and Ms. Seymour consciously ignored the warnings and failed to correct these weaknesses. Their negligence has now put the personal and sensitive information of 21.5 million Americans into the hands of our adversaries. Such incompetence is inexcusable. Again, I call upon President Obama to remove Director Archuleta and Ms. Seymour immediately."

Rep. Barbara Comstock added her name to the chorus of lawmakers calling for Archuleta's swift removal on Thursday. The Virginia Republican, who was notified last month her personal information had been compromised in the hacks due to her previous roles as a federal employee, chided Archuleta for displaying "complacency, apathy … and incompetence" in the wake of the breach.

"It goes to the top," Comstock said in an interview with National Journal. "This is a failure of leadership on her part, and if the president does not have the leadership to do this, I think she should step aside."

A handful of Democrats, including Reps. Ted Lieu and James Langevin, the co-chair of the House cybersecurity caucus, have also called for Archuleta's ouster. Lieu and Republican Rep. Steve Russell went a step further on Thursday, announcing that they were working on legislation that would move the security-clearance database out of OPM entirely and into the hands of an unspecified agency "that has a better grasp of cyber threats."

Archuleta, for her part, has remained resolute in the face of withering scrutiny. During a Thursday press call, the one-time political director for President Obama's 2012 re-election campaign, said she and her staff should be applauded, not condemned, for their efforts to upgrade the agency's cybersecurity since she took office in November 2013.

"It is because the efforts of OPM and its staff that we've been able to identify the breaches," Archuleta said. When asked directly if she or Seymour would resign, Archuleta replied: "No."

A White House spokesman reiterated support for the OPM director Thursday, echoing recent statements from White House Press Secretary Josh Earnest. In mid-June, Earnest said that Obama "has confidence" Archuleta "is the right person for the job."

